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About Today’s Presentation

Slides should be available from Q1 Labs and 
my personal site
More a technical talk than a sales 
presentation
Not theoretical – all examples are real world
Limited time – but I am available this week to 
meet and happy to discuss most any subject 
in great detail
Please see me or contact me to schedule a 
meeting.
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Agenda

Observations on technological and human 
security workflow and process
The state of security correlation today
Correlation advances
Introducing QRadar
Real-world examples
Q&A
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Characteristics of Security Products

IDS technologies evolved some time ago when 
processing power was less plentiful; processing 
atomic events was expedient and affordable 
approach
IDS and log consoles often produce mountains of 
slow moving data containing very large numbers 
(billions and billions..) of alerts
Analysts perform significant manual correlation 
between different products and their logs & alerts to 
produce timelines and incident stories
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Characteristics of the Security 
Operator

The human security analyst does not produce a daily 
report containing thousands of alerts or atomic 
events
The human analyst sees the story in the alert data -
even when the specific patterns vary - and 
assembles events into and incident report which tells 
the story
The human analyst understands which alerts are 
important and which are noise, by considering the 
context (network terrain, history, and timelines)
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State of Correlation Today

“Red, yellow, green” technology – three 
mountains of alerts instead of one
Intelligent decisions and coherent incident 
stories cannot be derived from atomic events
Was the attack successful? What happened 
after the attack? What, if anything, was lost?
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Intelligent Event Correlation

The accuracy and relevance of correlated 
security data is roughly the square of the 
number of data sources
Human analysts know how to correlate these 
to determine what really happened; why can’t 
the machines “learn” to do some of this?
We don’t have thinking machines yet but 
intelligent decisions can be made, even by 
machines, by imitating analyst behavior
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Intelligent Event Correlation

“Can you, like, learn 
stuff? So you can 
be, you know, more 
human..and not 
such a dork all the 
time?”

- John Connor, 
Terminator 2
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Intelligent Event Correlation

All data sources – IDS, firewall logs, auth 
logs, behavioral & statistical detection have 
value; none are perfect
Events can be correlated by source, 
destination, network, timelines and category
Alert relevance can be increased by 
considering context, location and timeline
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Why Behavioral Detection?

Human analysts can often spot patterns of 
misuse they have not seen before
Interestingly, behavioral detection algorithms 
can imitate this and sometimes find new 
activity patterns the coder had not thought of
Behavioral detection example: malware traffic 
trying to look like NTP
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Behavioral Detection Example: 
Detecting a Traffic Event
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Behavioral Detection Example: 
Correlated Netflow Data

The source port is 123 (local) and the destination port is 1230 (remote) 
ntp traffic should be using dest port 123. This could be an attempted 
method of hiding the traffic among legitimate ntp traffic.

Ports aside, how do we know it’s not ntp? Layer 7 inspection using 
application protocol signatures

A spike in port 123 traffic coincided with this detect, as seen on 
previous slide. 

There are 1062 hosts and over 5 MB of traffic which works out to
around 5K each which is a lot of ntp

All of this happened within a 25 minute period starting at 9:07 that 
morning.
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Behavioral Detection Example 2:
Bot Detection

Here we see two behavioral bot traffic detections. Our bot has been 
detected two ways:

The bot contacts a known botnet controller IP

The bot directly query remote DNS servers to avoid DNS 
mitigation or contact controllers which are too new to be 
resolvable.

Why are these useful? Bots using encryption or HTTP tunneling 
cannot be found by Internet Relay Chat (IRC) protocol detection 
(or where packet contne t inspection is otherwise unavailable)
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Behavioral Detection Example 2:
Bot Detection
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Behavioral Detection Example 2:
Bot Detection

The bot contacts a known botnet controller IP

The bot directly query remote DNS servers to 
avoid DNS mitigation or contact controllers 
which are too new to be resolvable.
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Behavioral Detection Example 3: 
SMTP-using malware

Here we see a SPAMbot or mass mailing 
malicious program detect generating a large 
amount of SMTP traffic over a period of time
Cannot be reliably done with atomic events. 
Requires profiling behavior over time to 
detect SMTP misuse while ignoring legitimate 
SMTP servers.
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Behavioral Detection Example 3: 
SMTP-using malware
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Behavioral Detection Example 4: 
Denial of Service (DOS) Attack

Here we see a denial-of-service attack (DOS) 
of a web server.
Again, cannot be accomplished by 
processing atomic events
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Behavioral Detection Example 5: SSH 
Tunnel on Nonstandard Port
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Behavioral Detection Example 7: 
Large Outbound File Transfer



Copyright © 2004 Q1 Labs. All Rights Reserved

Behavioral Detection Example 8: 
Large Outbound Information Leak
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Behavioral Detection Example 8: 
Early Worm Activity Detection: Large 
Increase in Remote Host Count
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Behavioral Detection Example 8: 
Zero-Day Worm Detection

Behavioral detection of early scanning activity 
preceding a zero-day worm targeting a desktop 
antivirus client vuln (October, 2006)
Behavioral detection provided a valuable early 
warning system
Effective where signatures are not available 
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Why Behavioral Detection?

Behavioral detection is a powerful 
application for event correlation
Behavioral detection can help fill in the 
blanks in an incident profile
Behavioral detection can be customized 
to find things other methods cannot
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Intelligent Event Correlation

Did the target of an attack or event respond? 
Does the target exist?
Did a scan precede an attack or is it 
background noise?
Was the attack well targeted or scattershot?
Did the target of an attack become the source 
of another attack? – offense chaining
What happened next? –need session data
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Correlation Example 1

Privilege escalation attempt, followed by 
recon, followed by an exploit, followed by 
failed connection attempts
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Correlation Example 2: Tracking An 
Incident

Here we see repeated failed attempts to 
logon to a sensitive server.
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Correlation Example 2: Tracking An 
Incident

The server then displays new behavior: 
new data connections, reconnaissance, 
and failed connections.
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Correlation Example 2: Discussion

Otherwise requires manual correlation of 
these events; significant time and effort
Significant increase in coverage and 
efficiency of security detection 
What next?
• Identify the user on the source workstation, using 

AD auth logs or tools
• Profile the nature and destination of the 

anomalous traffic using session data (netflow, 
qflow, etc.)

• Begin incident response
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Noise Reduction With Correlated 
Behavioral Detection Using Netflow

Does the host exist? Did it respond?
Are the services targeted running?
Is the attack well targeted? Does the 
attack use a relevant exploit?
If no, lower its importance. If yes, raise 
its importance.
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Next Example: A Typical Nessus
Scan of a Class C Network
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Next Example: A Typical Nessus
Scan of a Class C Network



Copyright © 2004 Q1 Labs. All Rights Reserved

Contextual Awareness

Source and destination are key in 
determining the severity of an event
Many networks have an acceptable level of 
noise and misuse – scans may become 
background noise in perimeter networks
Noise events – scans – drown out the 
important events
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Reducing Noise: Suppress Alerting 
On Noise Events

Attacks targeted at nonexistent vulnerabilities
Worms of yesteryear
“Script kiddies” or “ankle biters”
Reconnaissance not followed by attack – the 
background radiation of the Internet
Log these events; do not alert on those that 
have low impact
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Worm example: Nimda wormscan

Probably a permanent feature of the Net
Do we want to alert on Internet worms of yesteryear? 
Probably not.
Do we want to detect worm propagation internally? 
Probably (and if it’s not a known worm, or it’s a big 
event, raise the alert level even higher).
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Multivariate Correlation Rules

Correlation of vulnerability and attack data 
yields massive increase in accuracy of 
prioritization
Correlation of authentication logs, firewall 
logs and session (e.g. netflow) data yields 
successful misuse detection
Session and packet data can answer the 
question of what happened as a result of an 
incident
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Multivariate Correlation: Marrying IDS 
Detects and Vulnerability Data

Vuln data correlation only accurate when 
collected in advance and correlated at the 
time of the attack?
“We saw an exploit alert this morning. I 
scanned and the host is not vulnerable.”
Why? Intruders patch vulnerabilities to 
reinforce their position
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Vulnerability / Exploit Correlation 
Example
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Example Asset Profile With Vuln Data
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Introducing QRadar

Unique hybrid SIM: correlates security detects (IDS, 
firewall, auth logs) with behavioral detection (netflow)
Wide coverage of security devices, vendor-neutral
Behavioral detection uses network session data 
(netflow / qflow) with layer 7 detection (app 
signatures)
Netflow session data provides an audit trail to support 
network forensics
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Introducing QRadar

Extreme event correlation ++
Massive event reduction (1 million low level: 
40 high level incidents)
Sophisticated post-processing; 
magnitude=credibility * severity * relevance
Unique tuning capabilities (asset discovery, 
false positive tools)
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