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CISCO CATALYST INTEGRATED SECURITY—ENABLING THE SELF -
DEFENDING NETWORK

Network security has become the primary concern of most enterprise and commercial hetwork administrato rs. Whereas
the greatest concern in the past was “physical secu rity,” the almost-weekly release of new Internet-ba  sed viruses,
worms, and attack tools has vastly increased the ri sk to the very fabric of business productivity. Net work security was
once viewed merely as a firewall between the networ  k and the Internet. Now, network managers are looki  ng to integrate
security end to end throughout the network, where s ecurity policies and capabilities permeate every pl ace and device in
the network. With the network becoming a critical i ntegration point for IP-enabled applications and co mmunications
systems, such as Voice over IP, security is more im  portant than ever. The place to start is the switch  ing infrastructure.

Cisco Systenfshas innovated and integrated industry-leadingritgaapabilities into the Cis€oCatalys? Intelligent Switching portfolio.
Today, enterprises are buying LAN switches witheRpectation that it will offer built-in capabiks to identity users. The campus switching
infrastructure represents the first line of defeiitsis here that networked devices attach to #tevark; therefore, it is the first point of entrfy o
an attack into the network.

Cisco Catalyst Integrated Security offers thred¢esgs that integrate with the Cisco Self-Defendirggvirk architecture.

¢ Trust and identity—Gives the network manager cordx@r who and what attaches to the network and Wihds of policies are applied;
these capabilities include 802.1x and associatewtiiy-based networking services as well as Netwatkission Control (NAC)

« Threat defense—Allows the network to prevent andgati¢ attacks if they are launched at other useth® network or at the network
devices themselves; these capabilities includerabptane rate limiting, access control lists (AGLsian-in-the-middle attack mitigation,
and firewalling

« Secure connectivity—Provides privacy for communamatieither within the campus network or betweesssibbnnected over the Internet

This paper explores Cisco Catalyst Integrated $tycamd discusses the capabilities that Cisco haseelded in the campus, branch, and data-

center infrastructure.

TODAY'’S SECURITY CHALLENGES

In the past, the network was designed to be an oply. Network security, although always a catwiation, was rarely of primary concern
and was often limited merely to physical securfity Example, preventing someone from getting act®se switch). The first driver for
change came as enterprises began accessing threetrtteough their networks. These connections ependoor to the outside world, allowing
limitless possibilities for network users and lileéts opportunities for intruders, hackers, datavés, or anyone with malicious intent.
Firewalls, which secure the perimeter of the nekwand policies, which govern access to resoupmesgect the interior while still maintaining
reasonable access and mobility. With the advemaréasingly sophisticated worms and viruses, tipadieies and devices have proven
insufficient. Figure 1 shows how attacks have cledngver the years.
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Figure 1
Understanding Security Attacks—Past, Present, and Future
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The speed and unpredictability of these attacksire@ combination of products and technologieasisting of both proactive and reactive
elements, in an overall system. This system mrstffinction at multiple layers in the network,frdhe teleworker to the campus to the data
center. These layers must be able to address sioptasdl, blended threats and defend against meléipénues of attack. Secondly, the system
must be automated such that the network can aithentisers and address “zero hour,” when thelaigdast launched. Finally, the system
must be fully integrated into all aspects of thewoek, so that the network manager can facilitateardinated response to the attack.

The switching infrastructure must be a key pathefoverall security strategy of an enterprise.idafly, a “security operations” manager is
most concerned with the overall security of thevoek. However, the network operations manager tgreater stake now in security and is
often concerned about threats to the devices tHeessand attacks that can be launched from theseidns connected to the network.
Because these devices affect the switches, roaetdsend stations under network operations corion;, security is a consideration in every
aspect of the network. Enterprise LAN managers exjtee device to have inherent security capabilitiegrbtect the switches themselves and
the users attached to them. As shown in Figuresg|fadefending network consists of three mainesyst
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Figure 2
Self-Defending Network Framework
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So what do these systems protect against? Mostgaopfamiliar with the viruses that they recetv®ugh e-mail, and the evening news is
certainly full of stories of a company significantlisrupted by an attack, but many security thraegsmuch more insidious.

« The tailgater—This individual penetrates the physsegurity of the building by simply walking in bied an honest employee. When inside,
the person can attach to the network, downloadidential information, or launch attacks.

« The infected laptop—The prevalence of laptop comsutnd the variety of networks to which they canrect, allow for rapid infection. A
laptop taken from a public network to the corporaevork might inadvertently spread viruses or warkivhen the worm spreads, network
productivity can be severely impacted.

* The unauthorized device—Many users may connect eégvitat open up security holes in the network.mibst obvious is the unsecured
wireless access point, which can allow anyone wittireless device in range access to the corpoedteork.

* The mass infection—Denial-of-service (DoS) attaded the network with superfluous traffic such ttis networking devices cannot
respond to legitimate network requests and traffic.

* The disgruntled employee (also known as the mahdmiddle)—In this attack a malicious user actiggiablicly available software to
“spy” on other employees’ data, including IP phaaé#s, passwords, etc. This includes Dynamic Hastfiguration Protocol (DHCP)
spoofing, IP spoofing, and Address Resolution Rat@ARP) poisoning attacks.

The security mechanisms embedded within the Cistalgst hardware and software provide tools anteptimn against these types of attacks

so that an attack can be prevented or, if an attagkder way, it can be mitigated quickly and ssstully.

TRUST AND IDENTITY SYSTEM

The first line of defense in the campus or bramétastructure is to determine who or what is adogsthe network, what resources these users
should have access to, what the state of the devite addition to the tailgater, the rapid adoptof wireless networking in campus and
branch offices has added to the security headaifttee network manager because a malicious or randser can sit in a parking lot and gain
access to the network. At best, these unauthotigets are drawing on network bandwidth that doés®eleng to them; at worst, they could be
launching attacks or spying on other users. Addiily, companies have large interconnections wighpsiers, partners, and customers, all of
whom may need access to the enterprise networlatetan productivity—but none of whom should haveess to all the network. Cisco
offers a comprehensive suite of capabilities t@ feelsure that trust and identity are maintainetliwithe switched network.
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Trust and identity comprises two fundamental congmbst

« |dentity-based networking services, which idensifeend validates the network user or device crealsntrior to granting physical access to
the network and can be used to ensure access totteet network resources

« Network Admission Control (NAC), which identifiese posture (or compliance) of the device to enthakthe device can connect to the
network without undue hazard

The trust and identity system provides the fourmhator network access and policy control. Figush8ws how the different steps in a trust

and identity system work together.

Identity-Based Networking Services (IBNS)

Most companies require employees to log into the/oik to access servers, e-mail, and other reseuldentity-Based Networking Services
(IBNS) uses the same principles. To use an anal8®s is similar to a person having a combinati@asgport and airline frequent flyer card.
The passport provides the authenticator with tlkatitly of the person (often a security operatiomscern), whereas the frequent flyer card
designates how the person is to be treated (oftextveork operations concern). This capability hase obvious benefits. First, because the
switched network is the first line of defense, IBpi®vides the first level of that first line of @efse by first allowing or disallowing the user
onto the network. Another benefit is the abilitytteat that user according to the predefined pedicegardless of where they are in the network.
Finally, in some network architectures, the idgmnit the user can map directly to a particular vgookip or VPN that can be segmented from
other workgroups.

IEEE 802.1x

The first steppingstone of IBNS is the IEEE 802ntatocol, a MAC-layer protocol that communicate$wd RADIUS server—such as the
Cisco Secure ACS—to map the end station to the as@rand password. The 802.1x standard operatesdretive end station and the
RADIUS server. Because this is an end-station pat@n identity-enabled network functions onlyhié operating system supports 802.1x.
Fortunately, most operating systems, including Wimsl XP, 2000, and NT as well as MacOS, supportddiability (this list is not
exhaustive). The switch acts as an intelligent heichéin to the transaction and enables the port bassdccessful completion of the
authentication process. The actual authenticatiechianism used is called Extensible Authenticatiaideol (EAP). EAP is essentially carried
in the 802.1x frame, passed through the networthéyswitched infrastructure, and sent off to thiénentication server.

The switch has the responsibility of querying the station as soon as the end station connecsktfoalogin credentials. If the client
supports 802.1x, then the end station replies itsitbredentials and the switch forwards that infation off to the Cisco Secure ACS. If the
client does not support 802.1x or does not autbata]j the client can be placed in a “guest VLANS¢dssed later). Upon successful
authentication, the switch fully enables that @ortl allows access to the networked resources. Ras#tk information provided by the Cisco
Secure ACS, however, the network can enable othlarigs.

VLAN Assignment for Management

One of the first policies that can be implementadn IBNS is the VLAN name in which the user berguppose John Smith is an
authenticated user who works in the marketing depant. After authentication, the Cisco Secure A€Ser returns to the switch with the
VLAN name in which that user belongs, namely VLANwMeting. The switch maps that name to a predefiiedN number. This aids the
network manager in tracking and accounting for sigethe network. It is important to note that thaes not mean that a VLAN number is
following a particular user throughout the enteserfa setup that would create a VLAN managemettmigre as well as a significantly more
complex spanning-tree domain). Only the configlW&@N name is provided.
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Segmentation

One of the most interesting aspects of IBNS isathiity to segment users into different workgrowpsd/LANs based on who they are. For
example, suppose an enterprise’s customers com¢hiebuilding and want to connect their laptoph® network to download their e-mail
remotely. The enterprise would understandably rasttthose customers to access confidential infoomaso a guest VLAN can be created.
By default, these customers would not be authetetichy the Cisco Secure ACS server and could lmeg|dor example, on a segmented
VLAN that has access only to the Internet. In thay, the enterprise network is secured from unaizo access while the customers are still
able to access their resources over the Internet.

Segmentation has even greater applications, depegiodi the level of granularity and security reqdiré many disparate workgroups reside on
a common IP infrastructure, segmentation basede@mtity could become very useful in providing secUPNs. To use another example,
imagine a large enterprise that houses many cdatsaand suppliers in addition to its employees Matwork manager may want to treat each
group (contractors, suppliers, and employees)rdifity, allowing them different network accessfeatiént quality-of-service (QoS) policies, or
different performance levels on the network. Anottxeample would be an airport, which has a commdnastructure (gates, ticket counters,
etc.) and a common IP network. Based on identity network could distinguish a United Airlines eoygle from an American Airlines
employee and provide access to each according tmit secure workgroups.

Segmentation also has implications for transmiseigar the common backbone. It is unlikely thatehé&re network would be running on a
single switch, so secure transmission of segmedtdéalis important. This is discussed in greateailiet the “Secure Connectivity System”
section of this paper.

Network Admission Control

Ensuring that the user’s identity is verified pdiometwork access is an important component ofrtrst and identity system. However,
identifying the user solves only part of the prablélthough users may be allowed on the networletbam the overall security policy, the
computers they are using may not be desired ondtweork—a situation that becomes a network operatissue. Why is that? The
pervasiveness of laptop computers in today’s enwiient has the benefit of increasing users’ prodlitgtbecause they can have their computer
with them in any location they choose. This, howekias a disadvantage: these computers are farlikelseto become infected with a virus or
worm, which may be unintentionally carried into tteporate environment.

NAC is an important part of the Cisco Self-Defergdietwork initiative. Whereas IBNS verifies the idigy of the user, NAC identifies the
“posture” of the device. NAC on the switching ptaths works as a system in conjunction with the €Brust Agent. The Cisco Trust Agent
collects security state information from multipkxarity software clients, such as antivirus clieatsd communicates this information to the
connected Cisco network where access control desisire enforced. Application and operating systatus, such as antivirus and operating
system patch levels or credentials, can be usddte@mine the appropriate network admission detisiisco and NAC cosponsors will
integrate the Cisco Trust Agent with their secusitftware clients. Cisco is partnering with suchd@s as McAfee Security, Symantec, Trend
Micro, and IBM for integration of their virus-cheoky software into the Cisco Trust Agent.

The switches demand host credentials from the Cisast Agent and relay this information to poli@rgers where NAC decisions are made.
Based on customer-defined policy, the network e@®ithe appropriate admission control decisiomrmjigedeny, quarantine, or restrict. These
ACLs are configured automatically in the edge sécbased on the policy returned to the switctlidhts do not authenticate correctly, they
can be placed in the “quarantine VLAN” so that tiseay update their virus-checking software or cheamsed security agents. It is possible that,
based on 802.1x authentication, the port is enablelg to be restricted or denied because a dévinet considered “safe.”
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The policy server evaluates the endpoint securnfgrination relayed from network devices and deteawithe appropriate access policy to
apply. Cisco Secure ACS server, an authenticasiotihorization, and accounting (AAA) RADIUS senvierthe foundation of the policy server
system. It may work in concert with NAC cosponsgplaation servers that provide deeper credentiitlgtion capabilities, such as antivirus
policy servers.

Using the Cisco Trust and Identity System
Working together, the components of the trust alediity system provide the foundation for netwockess and policy control in the network.
Figure 3 shows how the different steps in a trastidentity system work together.

Figure 3
Trust and Identity System

1. Who are you? The 802.1x standard authenticates
userin conjunction with Cisco Secure ACS.

2. Are you healthy? Using NAC, the end station
and network can check whether the device has
the correct virus software and proetection.

i 3. Where can you go? Based on
""" _1 authentication, useris placed in
correct workgroup or VLAN.

4. What service level do you receive? The

user can be putinto a firewalled VPN or :

given specific QoS priority on the network.

5. What are you doing? Using the identity
and location of the user, tracking and
accounting can be better managed.

THREAT DEFENSE SYSTEM

The threat defense system is designed to protectdatwork from attack as well as ensure that theor& can recover if an intrusion occurs or
an attack is launched. The switching infrastructsnesponsible for a large part of the threat mlefesystem because the switch could be the
target of an attack and also would aid, unwillingfycourse, in the perpetuation of the attack asrinects users and servers to each other. The
Cisco Catalyst switch offers important functiongptotect itself and the users connected to it.

Protecting the Switch Configuration and Control Pac kets

First, the switch itself can be the victim of ataek. This attack can come in many forms, suchaa&drs attempting to access the switch to
change the configuration, worms that flood the Mig@@varding table or the Layer 3 flow table, or dtempt to manipulate control
information, such as routing updates or spanniaeg-ridge protocol data units (BPDUs). Cisco Catawitches have mechanisms built into
hardware and software to make the network selfraifiy.

Securing Remote Access
It is often important for a network manager to égufe a device remotely. This has the obvious beak€entralizing configuration of multiple
switches in one location. Traffic sent from thewmk manager’s configuration station to the swidelvice can potentially be snooped for
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passwords or malicious intent. One of the “tabéddes$” aspects of security is the ability to encity traffic to guarantee privacy. This is
accomplished using the Secure Shell (SSH) Prot&SH provides a means to secure remote conneewass an unsecured network. Data is
sent through an encrypted tunnel to secure trasgmisind integrity of data. Both ends authenticatrs and ensure secure file transfer and
copying. This has the benefit of mitigating martfie-middle attacks and ensuring that critical manaent information is not compromised.

Changing the Switch Configuration

Changing the switch configuration is one of theibages of attacks that can be launched agaiesnfrastructure. Using password snooping,
a malicious user can access the switch with tlentraf modifying the configuration. The change barsimple (changing from 100 to 1000
Mbps, for example) to destructive, such as modgydgontrol information, such as the routing tablee Tisco Catalyst Family provides
encrypted passwords as wellragiti-level account privileges to help ensure that the device itself cannot lsessed. This helps ensure that,
even within the IT staff, access can be tiered sbahnot all individuals have access to all switohfigurations. This is coupled witRADIUS
and TACACS+ authentication to ensure trust and identity and is often thé fagel of switch protection.

Spoofing Control Information

Another common attack is for an attacker to spooftil information and send it into the network.n@ol information, such as routing
updates or spanning-tree BPDUSs, are critical tovoit operation. These protocols ensure loop-fregerdhinistic operation that allows the
network to function properly. A switch, seeing tagmckets, would innocently respond to them. Tlesipde result is that the switch thinks
that a network resides on an interface that it sx¢geside on, or that another spanning-treelsddge exists, causing catastrophic
consequences and seriously disrupting network tipara

To prevent routing information from being spoof@isco Catalyst Layer 3 switches Udessage Digest Algorithm 5 (MD5) route
authentication. MD5 is a protocol by which routing updates betwaeighboring Layer 3 switches or routers exchanfggmation such that
the message can be exchanged and acknowledged:hatwy those two routing peers. Other routes tagtinto the network are ignored,
ensuring that the routed stability of the netwarkot compromised.

Spanning tree lacks the intelligence inherent ipelt& routing protocols. Therefore, disruption tepanning-tree network is relatively
straightforward and can be done either intentignallunintentionally. For example, a user with ripiét PCs might use a switch to connect
them together. That switch could send BPDUs inéortétwork saying “I am the root bridge.” At besbubleshooting the network could be
problematic if a problem arises. At worst, the stitd network could become unstable, affectingsatsiin the Layer 2 domain.

To prevent this scenario, Cisco has developed mumseznhancements to the Spanning Tree Protocgbattiean either accept BPDUs or not.
If the device connected to that port sends an inoaized BPDU into the network, that port is disabl€his feature is best used on the user-
facing interfaces. Root Guard is enabled on a perfasis to ensure the integrity of the root beidgorts enabled with Root Guard become
designated ports, meaning that surrounding switcheaot become the root bridge. This prevents #yeil2 network from an unexpected
network reconvergence.

Attacks Against the Switch Processor and Forwarding Table

DoS attacks, launched by worms or viruses, aredéignched against the network infrastructure, iogusignificant network instabilities by
disabling the ability of the switch to learn addes and process control information. These attaekamong the most common seen in
enterprise and commercial networks today, and ¢aeyhave a huge impact. According to a 2003 CSIE@hputer Crime and Security
survey of 400 companies, more than 90 percenteopérticipants reported security breaches. Théimated losses totaled more than $200
million. In addition, worms can spread alarmingigtf For example, the recent Structured Query Lagg(SQL) Slammer Worm doubled
every 8.5 seconds. In the span of 3 minutes, ildcperform 55 million scans per second, bringirig@bps link to a standstill in just 1 minute.
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Because each attack can affect the switch in ardift way, different tools are available to prevamd mitigate these attacks. These attacks
basically flood the network with bogus traffic, thshutting out legitimate traffic that the switabexds to process, such as routing updates,
unknown MAC addresses, or spanning-tree BPDUs. Bhttiese attacks is thwarted by specific Ciscalyat features, a summary of which is
shown in Table 1. Each of these attacks and mitigdéatures will now be explored in more detail.

Table 1.  Mitigating Attacks on the Switch

Worm or Virus Behavior Cisco Catalyst Feature to Solve
Flooding the network links QoS Scavenger Class

Flooding the content-addressable-memory (CAM) table Port Security

Flooding the Layer 3 flow cache Cisco Express Forwarding
Flooding the switch CPU Control Plane Rate Limiting

Flooding the Network with Bogus Traffic

A DoS or worm attack can flood network links, filtj up device buffers and filling up the Etherneklbetween switches. This in turn can
destroy voice quality and slow application "goodpldwn considerably (the term “goodput” refershie true application throughput achieved,
which is independent from the raw throughput ofgivitch). Many of these worms scan the networkagishany different TCP or User
Datagram Protocol (UDP) flows. This creates a hvajeme of data over the network. The next sectisnubsses problems and solutions
caused by an excess of flows, but the problemm&fdbngestion is an aggregate problem: no oneiaausing the problem, so all flows on a
link must be restricted. This problem can be migdaand the links protected by usiBigco Catalyst QoS Scavenger Class.

QoS is an intelligent delivery system that enfor@ésist boundary, classifying traffic and priaiitig that traffic based on policies. This allows
the network manager to manage rates and reclagsfyific traffic types, if required, as well as edhle and transmit based on configurable
delivery requirements. The scavenger class istioagilly intended to provide deferential servioasless-than best-effort services, to certain
applications. Fobest-effort traffic, an implied good-faith commitment statbattat least some network resources are availabtiis model,
however, good faith cannot be assumed and scavelagsrservices are useddmprioritize traffic from systems with abnormally high traffic
rates.

This solution uses the multiple-queues-per-pothigecture in the Cisco Catalyst switches. Duringoaim attack, a large volume of traffic is
sent by an end station into the network. Thisita$f compared against the policies defined, inicigdhow to determine scavenger class traffic.
Scavenger class traffic is defined as traffic tbagr a sustained period of time, bursts or tratssabiove a defined threshold, something that a
properly functioning end station would not do. Tingt detection is not enough to drop packets bsedumay be a legitimate burst. However,
it is unlikely that a port would see user traffisgined over time. That traffic is then markedsaavenger” and placed in the lowest-priority
gueue. That queue is configured to be shallowhabdueue overflow, or tail drops, are frequentPTiéased flows throttle back, and UDP
flows are dropped. In this way, voice traffic arttiar traffic, such as legitimate best-effort trafiis protected.

Flooding the Switch Layer 2 Forwarding Table

A Layer 2 forwarding table, also known as a CAMi¢albuilds the switch forwarding table based on Ma®iresses. This is how a switch or
bridge performs the forwarding, filtering, and leialg mechanisms at Layer 2. The table, howeverphbsa finite space. This attack forces a
switch to learn bogus MAC addresses, thereby oadihg the CAM table. When a CAM table is full, #mot learn additional addresses that it
needs to learn , so the data from those addresflesdled throughout the Layer 2 VLAN domain. Altlgh this is standard behavior for Layer
2 switches, it can result in poor network and etadien performance.

To prevent this kind of attack, the Cisco Catadygitch offers thePort Security feature, which limits the number of MAC addresthest can be
learned at a given port. If more addresses enteswlitch, the Cisco Catalyst switch puts thosespiatb error-disable mode to protect the
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network in case of an attack. This helps ensureathly a small number of MAC addresses are leaatedgiven port, locking down the port if
other addresses are learned. In this way, an atatkpped immediately. Another featur®i®adcast Suppression, or Storm Control. This
feature sets a threshold for the number of broadeasulticast packets an interface can transniit ihe network. If that threshold is crossed,
those packets are dropped.

Flooding the Switch Layer 3 Flow Table

A flow is defined as a Layer 3 connection betweaowarce and destination IP address or betweenspameling TCP or UDP port numbers.
Many worms vary the source and destination IP, T®@RJDP, forcing the switch to learn hundreds a@fsands of new flows. Many switch
architectures use a flow-based architecture, wigghires the packet in a flow to be sent to the @&Uoute processor) for a lookup against
the routing table. After that lookup is perform#ik flow entry is cached in the hardware forwardmige so that high-speed switching can
occur. It is this “first-packet processing” thaistlype of attack exploits. By varying the IP, TG@P UDP information, the switch CPU can be
overloaded and thereby crippled. Legitimate flowesrzo longer switched or learned, and the routédaré& can be seriously impacted. Recent
worms that had this effect were Code Red, Slamamet,Witty.

The Cisco Catalyst switches uSisco Express Forwarding (CEF) a switching mechanism based on the topology—notr#ffic—of the

network. As the routing table is populated by theting protocol (Open Shortest Path First [OSPRhdhced Interior Gateway Routing
Protocol [EIGRP], etc.), a hardware-based tabpoisulated based on network prefix. For exampleeatsof IP destination address
192.24.20.25 residing in interfaGtgabitEthernet 0/1, the network 192.24.20.0/24 would reside off thegrface. Originally designed to make
the network more resilient against route flapaJsb has direct applicability to worm attacks. BesmaCisco Express Forwarding does not care
about the flows in the network, the Layer 3 forwagrtable is not affected. When coupled with Qo&vsager class, Cisco Express Forwarding
can mitigate the effects of a worm in the network.

Attacking the Switch CPU

Besides attacking the forwarding tables of thedwithe CPU of the device itself can be attackeddmding control information, such as ARP
packets, to the CPU for processing. With a finiteoant of processing power, the CPU can become@aged, with a possible result that real
control packets, such as routing updates or BPRkdsdropped. Many network managers are familian thie consequences of a CPU running
at 100-percent usage—the device and the networkieecostable.

The Cisco Catalyst 6500 suppo@sntrol Plane Rate Limiting, which limits the rate at which packets can be sethe CPU. It is very unlikely
that, in normal operation, a large amount of tcaffibuld be sent to the CPU unless software-basedries are enabled. It is even more unlikely
that traffic of the type used in these attackei# sit a high data rate to the CPU. These typpaaKets includénternet Control Message

Protocol (ICMP) unreachable, ICMP redirect, Cisco Express Forwarding no route, time-to-live (TTL) failures, and ingress or egress ACLSs. If

rate limiting on these types of packets is enabdettie CPU, excess packets above a certain ratir@peed, ensuring that the CPU can handle
(most likely drop) the malicious packets withoditifeg. This allows the CPU to continue handling mat system tasks—even while under
attack.

The Cisco Catalyst 4500 Series supports similaatoiifies withCPU QoS, which provides multiple queues to the CPU. Easbug receives a
certain amount of bandwidth up to the CPU, whichaserned by a round-robin scheduler. This linfies amount of bandwidth available to
any particular traffic type and helps ensure thet queue (or type of traffic) cannot overrun thecpssor. In normal operation, the queues are
sufficient to handle any and all control packetthwtihe processing they need. Additionally, ratdtkns can be applied #®RP andDHCP

packets to help ensure that, if an attack is laeddt the Cisco Catalyst 4500 CPU, priority trafiil still be processed.
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Protecting the End Devices

Besides protecting itself, the Cisco Catalyst dwitaust also protect the users and servers attaohiedJnlike attacks that are disruptive to the
network, many attacks against users and servergaeandetected. These attacks, often called mahefmiddle attacks, use common tools
that can be downloaded from the Internet. Thesks tege a variety of mechanisms that allow a malgioser to spy on other employees,
managers, or executive staff. This can resulténttieft of proprietary information as well as payaiolations.

According to the 2003 CSI/FBI Computer Crime anduBity survey mentioned previously, this accourfdmore than $70 million in loss,
with 75 percent of the respondents citing insid&ck by disgruntled employees as the likely soafabe attacks. In addition, new privacy
legislation can result in severe penalties if aderfitial data from your network falls into the wrdmands. For example, the Health Insurance
Portability and Accountability Act (HIPAA) law irhe United States allows for a fine of up to $250,80d 5 years in jail, per incident, if the
security of confidential electronic health inforoatis compromised. The Cisco Catalyst switchesraffimerous capabilities to mitigate these
attacks and protect data and user integrity.

Table 2. Man-in-the-Middle Attacks and Solutions

Attack Cisco Catalyst Feature to Solve
Spoofing the DHCP server DHCP Snooping and Port Security
Spoofing the default gateway Dynamic ARP Inspection (DAI)
Spoofing an IP address IP Source Guard

Spoofing the DHCP Server

One of the best ways for a hacker to gain contral @witched network is to spoof the DHCP serdegréby sending out false addresses and
default gateway information. (It is worth notingattihis can be done accidentally, such as if aonidgured user starts up a DHCP server and
begins serving addresses to other users.) By spptife DHCP server, users who are sending out Di¢G&ests for addresses do not actually
reach the DHCP server and are given an addressehyalicious user. This is the first step in malirs users’ plans to gain access to
information they should not have.

The first step in preventing this type of an atteedRHCP Snooping, a feature on Cisco Catalyst switches that helgsre that only certain

ports on a switch can process DHCP informationratten a DHCP request. This feature defines trustets (which can send DHCP requests
and acknowledgements) and untrusted ports, whicHiaravard only DHCP requests. It is assumed thetéd ports are those that connect to
either the DHCP server itself or switched portghsas uplinks, that connect the switch to the aéttte network. If a malicious user attempts to
send a DHCP acknowledgement (ACK) packet into #tevark, the port is shut down. This feature enatilesswitch to build ®HCP Binding
Table that maps a client's MAC address, IP address, VLaMNI port ID. This table is used as a foundatarother Cisco Catalyst features that
further prevent attacks.

This feature is coupled witRHCP Option 82, which allows the switch to insert information abdself into the DHCP packet. The most
common type of information to insert is the phykjmart ID of the DHCP request. This provides théeamek with considerable intelligence to
prevent rogue device and server attachment.

Identity Spoofing with Gratuitous ARP Packets

End stations send an ARP packet to discover the Méd@ess of its default gateway and map it to t#tewgay IP address. This is normal

operating procedure in an IP network. However,dligma security hole in ARP—a router or end staisaadlowed to send out a gratuitous

ARP, which is an unsolicited ARP reply. This isesftreferred to a8RP poisoning. By sending out a gratuitous ARP, malicious usars

spoof the default gateway or any other device énrtetwork, placing themselves between the usettenttue default gateway. This allows

malicious users to sit between the innocent uséitlad default gateway and spy on all the data bsémg on the network by the user. The
© 2004 Cisco Systems, Inc. All right reserved.
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problem is that neither the default gateway noreth@ user is aware that this attack is taking pl@berefore, malicious users can continue
spying on private information for as long as thenty allowing them time to access passwords, esmadisages, transactions, etc.

Cisco Catalyst switches offer a feature called BAstop this attack. Like DHCP Snooping, DAI udes ¢oncept of trusted and untrusted ports
to decide which ARP packets need to be inspectedlorthis, DAI intercepts all ARP packets and exasithem for proper MAC-to-1P
bindings. This is done by using the DHCP bindirgeadhat was built by enabling DHCP Snooping. [fARP packet arrives on a trusted port,
then no examination is made. If it arrives on atrusted port, the ARP is examined and comparecagtie table.

For instance, user John Smith has an IP addreks&2020.24.45, a MAC address of 00aa.0062.c609resides on poifastEthernet 3/47 (an
untrusted port). This information is recorded i PHCP binding table. If John Smith sends a gratisitARP packet into the network, DAI
examines the ARP packet and compares its informatith the information in the table. If there istrrgomatch, the ARP packet is dropped.

Spoofing an IP Address

Another potential attack is for a malicious usespoof an innocent user’s IP address. This is sienple to do in most operating systems and
can make the malicious user appear to be on anstdiveet or bypass ACLs. Using the DHCP bindingeidB! Source Guard checks the
binding of an IP address to a MAC address, its, gord its associated VLAN. It does this by autooadlty configuring an ACL in the Cisco
Catalyst ternary content addressable memory (TCtetf) limits a port to the configured IP addressdeahto the end station by the DHCP
server. If an IP address appears that is incomsigtigh the information in the binding table, therpis disabled.

Mitigating Man-in-the-Middle Attacks Summary

Cisco Catalyst switches provide inherent capabdito stop man-in-the-middle attacks. The attduémselves typically involve several steps:
accessing the port, sending out bogus DHCP inféomand gratuitous ARPSs, or hijacking another DH&&Pved IP address. To thwart these
attacks, a combination of all these features, waykogether, is recommended. At the core of theaifes is the DHCP bhinding table, which is
first populated by DHCP Snooping. DAI and IP SouBeeard use this table to further prevent other medimmttacks. In this way, privacy

within the network can be provided and theft oinaddle or confidential information prevented.

Integrated Firewall and Intrusion Detection

The increase in threats to the enterprise and coomhéusiness has forced network managers to lhmore proactive and deploy threat-
defense appliances throughout the network. Beczarspus and branch networks run at gigabit speettgration of these capabilities into the
LAN switching infrastructure is important. The Gis€atalyst 6500 offers the industry’s leading sagsiplatform by integrating dedicated
processing for high-touch services directly onte platform.

Firewalls are specialized devices that act as eesasccontrol system, inspecting every packet ergeni exiting the network segment. Based on
security policies, the firewall can permit or demsffic coming into or out of the segment, proviglia very granular level of network control.
Firewalls are generally associated with the Inteeakge, an obvious place in the network in whiatuséy policies are critical. The need for
securing connectivity within the network infrastiue has driven the requirement for firewalls witktie enterprise network itself.

Intrusion detection systems (IDSs) also are usethfeat defense. IDS appliances and modules #iieimata path and look for specific
patterns that indicate an attack might be under. Whig can be done by matching patterns, or sigastwf a particular attack or by looking for
network behavior that is anomalous. The sooneattaek or network intrusion can be detected, tetefat can be stopped.

TheFirewall Services Module (FWSM) for the Cisco Catalyst 6500 is the first (and diyegrated firewall in a multilayer switching plarm.
Firewalls are often associated with “keeping inénsdout” of the network and are typically deplogtdhe Internet edge. This is usually a

security-operations consideration. However, théugion of firewall functions at high-speed dataesprovides unique abilities to segment
users into secure workgroups (a network operatonsideration). This capability has helped enabtergrises to provide greater levels of
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security in their network, better map security piels to workgroups, and ensure that those polariesvailable to the user regardless of the
user’s location in the network.

Thelntrusion Detection Service Module (IDSM), also for the Cisco Catalyst 6500, integratesusitm detection directly into the switch data
stream, connecting into the Cisco Catalyst 65004jgeed switching fabric. The IDSM spans acrosthalVLANs configured in the switch
and scans for any intrusion signatures.

SECURE CONNECTIVITY SYSTEM

In any enterprise, privacy is an important consten. Individuals expect that their desks and geatspace will be respected and not
disturbed, and that their computers will not beeegd and their data viewed by unauthorized persidret expectation of privacy extends to the
network itself. Many of the capabilities alreadgalissed in this paper help provide privacy in thgvark by controlling who has access to the
network as well as protecting it from a varietyatticks. However, some enterprises, as well asiarilgplementations such as airports or
universities, require more advanced levels of ggnthat are guaranteed within the campus switchfedstructure.

The secure connectivity system is often associatddVPNs, an appropriate association. VPNs overhblic Internet require the setup of a
private, encrypted, and protected connection bettlee client and the enterprise. In many ways, ghothe concept of VPN has been around
in campus switching for many years. More stringaggurity needs have added more technology requitsn@ the architecture, but the
concepts are still the same.

Secure connectivity is based on the concept of eatation. Segmentation essentially divides the agtinto subworkgroups based on any
number of criteria: network addressing, locatiomsérs and the wiring closet, physical workgroupiser mapping, or identity of the user or
device connecting to the network. This sectionulises how the network is segmented and how addlits@curity is provided. Following are
the primary components of the secure connectiyisyesn:

¢ Virtual LANs—Traffic segmentation at Layer 2
« Virtualized firewalls—Policy enforcement at the VLAMundary
« Secure transport—Segmentation of workgroup traffierahe common backbone using Multiprotocol Labgitéhing (MPLS)

Virtual LANs and Private VLANs

VLANS have been a part of Layer 2 switching sirtedrifancy in 1994. The concept is simple: a comswitching infrastructure is segmented
into different broadcast domains, each domain bigngwn LAN. With Cisco Inter-Switch Link (ISL) ahthe later standard, IEEE 802.1Q,
those individual VLANSs could transit the entire tshied infrastructure. The introduction of Layen@tshing coupled with the centralization
of data servers and resources eliminated that foe¢kdose workgroups to span the entire enterpkit1y enterprises, however, are
reevaluating the need for workgroups that sparettterprise, and VLANs are the first step in thatgess. It is important to note that secure
connectivity does not require VLANS to span enénd in the enterprise; they are merely the firsamseof segmentation on the switched
infrastructure.

Another VLAN feature used for privacy sivate VLANS, essentially smaller, sub-VLANs within a larger Ml that each requires privacy.
This requirement was first seen in hosted dataecgnibut also is often seen in networks that haaeyndisparate groups connecting into a
common infrastructure. Private VLANSs designateaarport types: a promiscuous port, an isolated, pmd a community port. A promiscuous
port is one that can communicate with all portallrprivate VLANS, such as an uplink port. An iseld port is one that can communicate only
with the promiscuous port and no other. Finallgpenmunity port is one that can communicate withgtamiscuous port as well as other ports
within its own private VLAN. In no case can pomsdne private VLAN communicate with ports in otipeivate VLANS at Layer 2; to
accomplish this, the packet must be sent to thauttejateway, routed at Layer 3, and forwarded bercthis way, privacy and policy can be
assured.

© 2004 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 12 of 17



Virtualized Firewall

Many enterprise networks are essentially behavingeavice providers by offering secure serviceaitheof its “customers.” In some large
enterprises, network usage is billed back to eagladment based on the level of service requiredther networks, such as airports, different
companies are actively using a common backbonerarstl be secured from each other. Coupled with &eel fior workgroup privacy, the
virtualized nature of the network has leaditewall virtualization.

Firewall virtualization uses the FWSM in the Cigcatalyst 6500 to segment off different workgroupshie network. In this case, the FWSM
looks to the network like multiple firewalls, eawfith its own policies (NAT, ACLs, etc). When placatithe network distribution layer, which
is aggregating multiple wiring closets, firewalitualization can segment the network into multgeurity domains, allowing very granular
policy control per “customer.” VLANs can now be ds&s a first-level means of segmentation, with &4cAN mapping to a firewall instance
on the FWSM. This secures each VLAN from other VLAN the switching domain while also securing tiadfit for transport over the
common backbone.

Transport over the Backbone Using MPLS

The final piece of secure connectivity in the shtd infrastructure is how to actually transportdbeured workgroup over the common
backbone. In a Layer 3 routed network, VLANS nogenexist and the traffic is switched from soumeléstination in an open manner.
Securing that communication over the backbone oiant. Fortunately, the IP backbone providesémure transmission mediums that can
be overlaid on the common backbone. A mechanisiretiegbles transmission of secure workgroups is MPLS

Long used in the service provider environment, gngrsegmentation requirements in the enterpris@aw making MPLS an attractive
campus technology. MPLS VPN, specified in RFC 234ipws for specific workgroups, each with its owrtual routing and forwarding
(VRF) table, to exist within the MPLS network. Ea¢RF table maps to a specific “customer” whosefitrag being sent over the common
backbone infrastructure. MPLS designated two tygesuters: the provider edge (PE) and the proviB¢router. Each has specific functions
that enable the VPN to function properly.

In a campus MPLS implementation, provider edgeaxsuteceive routes from the “customer edge” rowthich is located at the edge of the
network and extends the VPN space to the edgeeabilited domain. In a campus VPN implementatios ctistomer edge is often a LAN
switch or a multilayer switch that is centralizisgcurity services. The provider edge router thansiports these routes to other provider edge
routers across the MPLS backbone. In the middteehetwork are the provider [NOT provider edgeriters, also called label switch routers
(LSRs), which implement the transport services iniportant to understand that VPN informationeiguired only at the provider edge. It is at
the provider edge that the VPNSs are partitionetly provider edges that belong to a particular VRi¢dhto have any knowledge of that VPN.
Additionally, because the P routers are switchiagelol on the label appended to the packet, theylalsot need to be aware of the VPN. This
allows for greater scalability in the routing tablfethe P-router.

Entry to the MPLS backbone is governed by the glewvedge, allowing the network engineer to corttrelpositioning, the number of access
points into the VPN, and the security policy. Tha@nt of access provides centralization of servares policy for a campus, whether large or
small. Centralizing these services at the providigre provides several important benefits. Firgt,network engineer can reduce the number of
ACLs in the network. Secondly, at this point, titmseas between VPNs and access to shared respsuooh as the data center, WAN, or
Internet, can be managed centrally for a potegtiafige portion of the network. Finally, centratioa allows for the sharing of service modules
or appliances that provide firewalling and intrusitetection. A primary component of this system,eikkample, is the Cisco Catalyst 6500
Firewall Virtualization solution, which can firewalPNs into the MPLS cloud for greater security gmivacy.
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CISCO CATALYST INTELLIGENT SWITCHING PORTFOLIO

Cisco offers the most complete range of switchiragpcts in the networking industry today. Thesedpiis can be deployed across enterprise,
service provider, and commercial applications amige security capabilities designed to preveritigate, and recover from security
breaches, attacks, or intrusions.

Cisco Catalyst 6500 Series

The Cisco Catalyst 6500 Series is the industry'strfiexible and innovative switching platform arsathie premier Cisco switching platform,
setting the standard for IP Communications andiegipbn delivery in campus and service provideriemments. Since the inception of the
platform in 1999, it has provided investment prtitecby supporting all line cards and supervisagiees. The Cisco Catalyst 6500 Series has
evolved from a 32-Gbps system with Supervisor Eadino a 720-Gbps system featuring more than 40mpackets per second of
performance while maintaining backward compatipilitoday, the Cisco Catalyst 6500 Series provitleshighest port densities for 10/100,
10/100/1000 Gigabit Ethernet, and 10-Gigabit inititkustry today.

The Cisco Catalyst 6500 supports the greatest rahigardware- and software-based security capisiliincluding identity and man-in-the-
middle attack mitigation features. Network managetso previously had to purchase specialized appdia to implement firewall, intrusion
detection, and Secure Sockets Layer (SSL) ternainatiow can integrate this function directly inte tCisco Catalyst 6500 through feature
modules. Unique in the industry, these specialinedules provide high-speed services that can begeahwith the switch while providing
multigigabit performance. In addition to integrateast and identity and threat defense, the Cisaal@st 6500 leads in securing connectivity,
in terms of IP VPN aggregation, through the VPN/®ermodule; it also integrates secure transpaehrelogies such as MPLS and generic
routing encapsulation (GRE) into hardware. The negluan be deployed in campus environments toeckédtial, secure workgroups or in
data centers to provide an integrated servicefopfat

Finally, the Cisco Catalyst 6500 implements a wilege of features to mitigate against DoS attaths includes CPU-based rate limiting,
which gives the network manager a full range oéif with which to protect the switch processor-f@t scavenger class queuing can limit
the scope of attacks in progress by discardingssxtraffic that is out of profile for a particulaort.

Cisco Catalyst 4500 Series

Cisco Catalyst 4500 Series switches are designmeshterprise wiring closets, branch offices, andltan Layer 3 distribution points. The Cisco
Catalyst 4500 Series comprises a series of chiwsgisupport three choices of supervisor engindsaarextensive set of line cards, including
high-density, 10/100, 10/100/1000 (both with 802 Bawer over Ethernet [PoE] options), 100BASE-FiXd 4000BASE-X. The Cisco
Catalyst 4500 Series scales to support up to 3BB00L000 ports over copper or fiber interfaces iandesigned for deployment in enterprise
wiring closets, small network backbones, and brasfibe environments. In the Cisco Catalyst 450€i3e all the system intelligence resides
in the supervisor engine—incremental, hardware-baapdbilities that could be offered in the futusech as IPv6 and 10 Gigabit Ethernet,
can be added with a supervisor engine upgrade.yl®dapervisor engine provides up to 96-Gbps switglcapacity with 72 million packets
per second of switching performance.

The focus on the wiring closet has allowed the €Batalyst 4500 to specialize in wiring-closet figas and functionality. Like the Cisco
Catalyst 6500, the Cisco Catalyst 4500 supportsl sdite of trust and identity features, includi®@2.1x and many of its extensions. Also, the
Cisco Catalyst 4500 mitigates man-in-the-middlacks at the ingress of the network, stopping thgses of attacks before they can make their
way deeper into the network. Finally, the CiscoaBet 4500 implements multiple CPU-based queued ehwhich is limited in bandwidth.
This limits the effects of DoS attacks based on PHbd ARP packets.
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Cisco Catalyst 3750 Series

The innovative Cisco Catalyst 3750 Series switéimpgove LAN operating efficiency by combining indgsleading ease of use and the
highest resiliency available for stackable switcféss product series represents the next generatidesktop switches, and features Cisco
StackWise™ technology, a 32-Gbps stack interconthettallows customers to build a unified, higregitient switching system—one switch
at a time. For midsize organizations and enterfimiaach offices, the Cisco Catalyst 3750 Seriesiges integrated security functions
designed to ensure identity access and controedsag/ mitigate many common man-in-the-middle &ttseenarios

Cisco Catalyst 3560

Cisco Catalyst 3560 Series switches complemenCiteo Catalyst 3750 product line by providing stode, fixed-configuration switches
supporting IEEE 802.3af and Cisco prestandard RotElses. In Fast Ethernet configurations, the CiGatalyst 3560 provides availability,
security, and QoS to enhance network operationssd kwitches are best suited for standalone deplatgnn small wiring closets and branch
offices that require low density, but still neetkifigent switching services such as availabiliglaecurity. Like the other fixed-configuration
switches, the Cisco Catalyst 3560 Series embedSidu® Cluster Management Suite (CMS) Softwarectviailows users to simultaneously
configure and troubleshoot multiple Cisco Catatiestktop switches using a standard Web browser.

Cisco Catalyst 3550 Series

Cisco Catalyst 3550 Series intelligent Ethernetaweis bring enterprise-class capabilities to malbizsinesses and enterprise branch offices.
Available in wire-speed Fast Ethernet and GigabieEhet configurations, these switches can supptaitigent services such as advanced QoS
and rate limiting, security ACLs, multicast, andrtiiting. These switches serve as access andodistm layer switches for midsize enterprise
and branch office wiring closets. The Cisco Cata®s50 provides a baseline of security functions8fa2.1x authentication and guest VLANS,
port security to prevent MAC flooding attacks, é&@H and SSL for secure remote switch management.

SELF-DEFENDING YOUR NETWORK

Cisco Catalyst LAN switching is a primary foundaé component of the Cisco Self-Defending Netwaiikative. By securing the
infrastructure and protecting users, servers, hadwitch itself, Cisco Catalyst Integrated Segyibvides the first line of defense in an
enterprise or commercial company’s overall secugtitgtegy. Cisco is at the forefront of securigdership in LAN switching, driving the
development and implementation of features desifmegrotection, control, and privacy.

Cisco innovative integrated security systems hefaizations deploy trusted and protected busiappbcations and services through
modular, rich security services that can be flaxid#ployed on Cisco routers, switches, endpoirttvsoé, and specialized security appliances.
Cisco integrated security systems incorporate gocehensive selection of feature-rich security smwi(VPN, threat defense, identity) that can
be flexibly deployed on standalone appliances (idiclg the Cisco PIX security appliance, Cisco IDS sensors, and Cigebl \Zoncentrators),
security hardware modules and software for rowgatsswitches, security software agents for deskdopsservers, and trust and identity
management systems, along with a centralized mamageand analysis of all security technologiegtiermost complete system in the
marketplace.

For more information, refer tiottp://www.cisco.com/go/securigndhttp://www.cisco.com/en/US/products/hw/switchesérdhtml
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